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Introduction

Complex Event Processing (CEP) engines have received a lot of attention lately. Understanding CEP

on a high level is easy: a CEP engine is a pla tform for building and running applications, used to
process and anal yze large numbers of real  -time events. These applications come up ina number of
domains: algorithmic trading and execution, risk management, compliance monitoring, supply chain
management, click -stream analysis, network intrusion detection, business proce Ss monitoring,
logistics, power grid monitoring, infrastructure monitoring, military and intell igence, and others.

CEP engines are so new, however, that many application developers are struggling to understand

the new capabilities. There is a certain disc onnect between the producers and consumers of CEP

technology. While the potential for the implementation of CEP engines seems perfectly obvious to

those who build and market t hem, the most frequent quest
dowithaCE P engine?0 This paper is intended to provide the a

This document describes ten fundamental CEP design patterns ! that appear repeatedly in CEP
applications, listed below in order of complexity, from the simplest to the most sophisti cated. These
basic patterns may be thought of as building blocks that can be co mbined to create complete
applications. They are:

Filtering

In -memory caching
Aggregation over windows
Database lookups
Database Writes
Correlation (Joins)

Event pattern match  ing
State machines

. Hierarchical Events

10. Dynamic Queries
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each design pattern, we provide:

e The name of the design pattern, and a brief description.

e Three sample areas of applicability. (Most design patterns can be used in many more than
three areas, how ever).

e A simple Continuous Computation Language (CCL) example. CCL is an SQL -based language
for creating continuous queries , that is queries registered with a CEP engine, that subscribe
to data from data streams, and continuously publish output when the qu ery criteria are met.
For more information about CCL, please see http://www.coral8.com/developers/index.html

e A conceptual diagram, using the following symbols:

CEP engine Complex Event Processing E  ngine :::::: Incomin g, outgoing, or
IEERRT 2 inte rmediate event streams
Cache : : :: Q ) = x> A continuous query,
In -memory cache withwi  ndows regi stered with the process

Windows II

e
A relational database

! The term design patterns  has several me anings in software development. In this document, it refers to the fundame ntal
reusable building blocks that form the foundation of CEP applications.
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1 Filtering

Filtering Events Based on Event Attributes

We begin our exploration of CEP design patterns with basic filtering. While filtering is easy to
implement with a number of non -CEP products, or with custom -built applications, this example will
help us se tup afram ework for describing other, more complex patterns.

Incoming -

Event CEP Engine Filtered

Stre am ] > Events

IIlllllllllllll)Fllter EEEEN EEEEEEEE>

The above diagram depicts a simple filter query . . The query subscribes to one stream, eval uates a
specified logical condition based on event attributes, and, if the condition is true, publishes the event
to the destination stream. For example, an application monitoring a stream of pu rchase orders may
filter out all orders where the condition is Priority !'= O06Highd and Amount < 100

This example presents the sim plest kind of filter, where events are evaluated one by one, and where
the query condition only involves the attributes of one event. It is also possible to construct many

other more complex filters, for exa mple, filters that compare events to other events in the same
stream, or in another stream, or compare events to a computed metric. For instance, a filter might

capture orders where the purchase amount is larger than the previous purchase amount , or
purchase amounts that are larger than the average for t he previous day. Such relatively more

complex queries are discussed later in this document.

Sample Areas of Applicability

Filtering is ubiquitous in CEP applications. Here are some examples:

e Trading: a filter may be used to filter out all trades where the volume is too small, or all
trades that do not refer to particular stock symbols.

o Click-stream analysis: a filter may be used to capture the trades that originate from a certain
set of IP addresses.

e Sensor network: a filter may be used to capture sensor r eadings where values fall outside of
the no rmal range.

CCL Examples

Filter queries in CCL look much like SQL queries. Unlike SQL queries, however, CCL queries execute
continuously. The query shown below subscribes to StreamAllPOs, continuously evaluates th e
condition for all events, and sends those events that match the condition to StreamimportantPOs.

INSERT INTO StreamIimportantPOs

SELECT *
FROM StreamAllPOs
WHERE PRI ORI TY = '"Highé OR Amount >= 100000;



2 In -memory Caching

Caching and Accessing Streaming and Database Data in Memory

This is the first of the design patterns considered in this document, where multiple events are kept in
memory. In -memory data caching is the foundation of most CEP d esign patterns. The cache typically
stores two kinds of data

e Recent events from one or more streams

Recent events are typically stored in windows . A wi ndow is an object, similar to an in -
memory database table. However, a wi ndow can manage its state automatically, by keeping
and evicting certain events according to its policy. For example a window policy might

specify: KEEP 1000 ROWS PER Id. This window maintains 1000 rows for each ID value, and
expires old rows, as necessary.

e Data from one or more database tables
Just as streaming events can be cached in memory, it often makes sense to cache data from
a relational database, so that different kinds of operations may be performed on this data
more eff iciently. This cache is typically managed according to the Least Recently Used (LRU)

alg orithm, or by explicit invali dation.
CEP Engine
Cache
Streams
HE < ||
ER=
E
Note that, although we are describing an in -memory cache here, many applications require this

cache to be persistent. This means that, if a machine that hosts the CEP engine fails, the data kept
in wi ndows is not lo st. This functionality is even more important when the window holds not just the
|l ast few secondsé6, but minuteséo, hour s 6, daysbo, and

Sample Areas of Applicability

In -memory caching is used in every non -trivial CEP application.  Here are just a few examples:

e Trading: in a trading application, the cache may hold the values of recent trades, recent
orders, or recent news events, coupled with the relevant historical and reference inform ation.
e Click-stream analysis: a typical applica tion may hold the recent clicks and searches
performed by the users, coupled with the relevant historical and reference information.
e Network security: A typical application may hold recent events from firewalls, intrusion
detection systems, and other devic es, coupled with the relevant historical and reference
info rmation.
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CCL Examples

In this example, we will focus on the first form of caching, namely, caching events from a data

stream. The Database Lookup design pattern, presented later in this document, discusses the

caching of database data.

Windows
-- A window to keep data for ten minutes, populated by stream StreamClicks
CREATE WINDOW RecentHistory(IPAddress LONG, URLvisite d STRING, FileSize LONG)

KEEP 10 MINUTES;

INSERT INTO RecentHistory
SELECT *
FROM StreamClicks;

-- A window to keep the last value for each IPAddress:

CREATE WINDOWLastValues(IPAddress LONGURLvisite  d STRING, FileSize LONG
KEEP LAST PER IPAddress;

-- A window that keeps the 1000 larg est downloads. Each download is kept for o
hour, or until a larger download displaces it from the window:

CREATE WINDOWLargestDownloads(IPAddress LONG URLvisite d STRING FileSize LONG
KEEP 1000 LARGESTBY FileSize KEEP 1 HOUR;

Looking up Data in a Window

-- Use the RecentHistory wi ndow def ined above to check how many other records with
-- the same IP address have been seen recently

INSERT INTO StreamNewlP
SELECT S.*, Count(H)
FROMStreamClicks AS S,
RecentHistory as H
WHERES.IP = H.IP
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